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26 0uronal 12017 0roma N[1187-D3

POCCUNCKAS ®EOEPALMA
®EOEPAIbHbIA 3AKOH

_ OBE3OMNACHOCTU
KPUTUYECKON MHOOPMALIMOHHOWM MHOPACTPYKTYPbI
POCCUICKOW ®EQEPALIMY

[Tpunst
I'ocynapctBennon Jlymoit
12 nrons 2017 rona

Onobpen
Coserom Penepanun
19 urona 2017 rona

Cratba 1. Cepa pencrBua Hactosiwero ®eagepanbLHOro 3akoHa

Hacrosmunii @enepanbHblii 3aKOH PETyJIMpPYEeT OTHOLICHHWS B 00JacTH obecredeHus Oe30MacHOCTH
KpuTH4ecKor HHpOpMaoHHON uHpacTpykTypsl Poccuiickoit ®denepanuu (ganee Takke - KpUTHUYECKas
UHQOpPMaLMOHHAs HMH(PACTPyKTypa) B LEISIX €€ YCTOWYMBOrO (PyHKIMOHUPOBAHMSA IPU IMPOBEIECHUU B
OTHOILIEHNUH €€ KOMITBIOTEPHBIX aTaK.

Ctatbsa 2. OCHOBHbIe NOHATUA, UCNONb3yeMble B HacTosiwem deaepanbHOM 3aKOHe
Jns ueneit Hactosiniero denepanbHOr0 3aKOHA UCTIOIB3YIOTCS CIIEIYIOIINE OCHOBHBIE TTOHSATHS:

1) aBTOMaTH3UpPOBAaHHAs CUCTEMA YNPABJICHUS - KOMILIEKC MIPOrPaMMHBIX U MPOTrPaMMHO-ANIapaTHBIX
CPEICTB, MpeAHA3HAYCHHBIX JJI1 KOHTPOJIS 32 TEXHOJOTUYECKUM U (WJIH) POU3BOACTBEHHBIM 000y I0BAHUEM
(MCTIOTHUTENTFHBIMU YCTPOUCTBAMH) U TIPOU3BOAMMBIMU UMM TIPOIECCAMHU, a TaKKe JJIsl YIPABICHUS TaKUMHU
000pyI0BaHUEM U TPOIIECCAMH;

2) 0e30macHOCTh KPUTHYECKOW HH(GOPMAIIMOHHONH WHQPPACTPYKTYPHl - COCTOSIHAE 3alUIIEHHOCTH
KpUTHYECKOH HH(POPMAIMOHHON HMHQPPACTPYKTYpHI, oOecreynBaioniee ee yCTOMYMBOE (PYHKIIMOHHPOBAHUE
IpU IPOBEJICHUH B OTHOLLIEHUH €€ KOMIIBIOTEPHBIX aTakK;

3) 3HauMMBIIl OOBEKT KPUTHYECKOW HH(POPMAMOHHON HWH(PACTPYKTYphl - OOBEKT KPHTHUECKON
MHGOPMAIIMOHHON HMH(PACTPYKTYpHl, KOTOPOMY INPHUCBOEHA OJHA M3 KaTETOPH 3HAYMMOCTH U KOTOPBIH
BKJIIOYEH B PEECTp 3HAUUMBIX 0OBEKTOB KPUTHUECKOW MHPOPMALMOHHOW HHPPACTPYKTYPHI;

4) KOMIBIOTEpHAas aTaka - [EJICHANPABICHHOEC  BO3ACWCTBHE  MPOTPaMMHBIX W (WIIH)
MPOTpaMMHO-AIMAPaTHBIX CPEICTB Ha OOBEKTH KPUTHYECKOH HH(POpPMAIMOHHOW WHQPPACTPYKTYPHI, CETH
AJIEKTPOCBSA3H, UCIIOJIB3YEMBbIE JUI OPraHM3allMy B3aHMMOJICHCTBUS TaKMX OOBEKTOB, B LENSAX HAPYIICHHUS H
(unn) mpekpamieHuss uX (GYHKIMOHUPOBAHHUS M (MJIM) CO3JaHUS yrpo3bl 0€30MacHOCTH 00padaThiBaeMOit
TaKUMH 00BEKTaMH HH(POPMALINY;
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5) KOMIBIOTEPHBIA MHIUACHT - (DaKT HapyuieHus W (WIK) mpekpaiieHns: GyHKIIMOHUPOBAHUS 00bEKTa
KpUTHYECKONH HH(DOPMAITMOHHOW HH(PACTPYKTYpBI, CETH SJIEKTPOCBSI3U, HUCHOIB3YEMOM i OpraHu3aluu
B3aMMOJICHCTBHSI TaKUX OOBEKTOB, W (HMJIM) HapylIeHHUs Oe30MacHOCTH 00padaThiBaeMO TaKUM OOBEKTOM
nHpOpMAILINHY, B TOM YHCIIE IPOU3OIIEANINI B pe3yIbTaTe KOMITBIOTEPHON aTaKy;

6) kputuueckass HHQOpMAaIMOHHAs HWHQPACTPYKTypa - OOBEKTHl KPUTHUECKOH HWH(POPMAIMOHHOMN
UHPPACTPYKTYpPbI, a TAKKE CETH 3JIEKTPOCBA3M, HUCIOJIb3yEeMblEe U OpraHU3allly B3aUMOJAEHCTBHS TaKMX
00BEKTOB;

7) OOBEKTHl KpUTHUECKOW HH(OPMAIIMOHHONW HHPACTPYKTYpPHl - HH(GOPMAIMOHHBIE CHCTEMBI,
UH(POPMAIMOHHO-TEIIEKOMMYHUKAIIMOHHBIE CETH, aBTOMAaTU3MPOBAHHBIE CHUCTEMbI YINPaBICHUS CyOBEKTOB
KPUTHYECKOW MHPOPMAITMOHHOW HHPPACTPYKTYPHI;

8) CyOBEeKThl KpUTHYECKOM HMHPOPMAIIMOHHON HMHQPPACTPYKTypbl - TOCYJapCTBEHHBIE OpraHbl,
TOCYJJapCTBEHHbIE  YUPEXIEHUs, pPOCCUHCKHME IopuaMdYeckHe Juua W (WIM)  UHIMBUAYyaJIbHBIE
OpeANpUHUMATENd, KOTOPbIM Ha IpaBe COOCTBEHHOCTH, apeH]bl MM Ha HMHOM 3aKOHHOM OCHOBAaHUU
MIpUHAJIEKAT MH(POPMAaILMOHHbIE CHCTEMBI, MH(POPMALMOHHO-TEIEKOMMYHHUKAIIHOHHBIE CeTH,
aBTOMATH3HPOBAHHBIE CHUCTEMbI YIpaBieHHsA, (YHKIHOHHpYIOIME B cdepe 3ApaBOOXpPaHEHUs, HAYKH,
TPAaHCIIOPTA, CBSA3HM, DSHEPreTHKH, OaHKOBCKOW cdepe U WHBIX cdepax (UHAHCOBOTO  PBIHKA,
TOTTMBHO-3HEPTreTUYECKOr0 KOMIUIEKCa, B 00JacT aTOMHOM 3HEpPruu, 0OOPOHHOM, paKeTHO-KOCMUYECKOM,
TOPHO00bIBAIOILEH, METAJUTYPIrHUeCKOW M XMMHUYECKON NMPOMBIIUIEHHOCTH, POCCUHCKHE FOPUANYECKHE JIULA
U (WIM) MHIUBUAYaAJIbHbIE TIPEANPUHUMATENN, KOTOpPble 00ecreunBaloT B3auMOJIeHiCTBUE YKa3aHHbBIX CHCTEM
WM CETEN.

Cratba 3. [lpaBoBoe perynupoBaHue OTHOWEHUA B obnactm obGecnevyeHus
6e30MacHOCTU KpUTUYECKON MH(PpOPMALIMOHHON NH(PPACTPYKTYPbI

1. OrtHomenuss B ob6mactu obecriedeHuss 0€30MACHOCTH  KPUTHUYECKOW  MH(OpMaIMOHHON
UHOPPACTPYKTYpBl — perynupytorcss B coorBercTBUM ¢ Koncrutyuumeit  Poccuiickoit  ®denepanmu,
OO0IIeNTPU3HAHHBIMU MTPUHIMIIAMHA U HOPMaMHU MEXyHAPOJIHOTO IpaBa, HacTOsmUM DesepaabHbIM 3aKOHOM,
npyrumMu (enepanbHBIMA 3aKOHAMH M TMPUHUMAEMBIMH B COOTBETCTBHH C HMMH HHBIMH HOPMAaTHBHBIMU
MIPAaBOBBIMU aKTAMHM.

2. OcobeHHoCTH NTpuMeHeHus Hacrosmiero denepaabHOro 3aKOHA K CETSAM CBS3H OOIIETO MOJIb30BAHMS
onpenenstorcs DenepanbHbiM 3akoHOM 0T 7 utong 2003 roga N 126-O3 "O cBs3u" M NpUHUMAaeMbIMH B
COOTBETCTBUU C HUIM HOPMAaTHUBHBIMU MPABOBbIMU akTamMH Poccuiickoit denepanuu.

Cratbsa 4. lMpuHUMNbI oGecneyeHuss 6e30MacCHOCTU KPUTUYECKOM MHEOPMaLMOHHOWN
MHPACTPYKTYpPbI

[Tpuniunamu  obGecnieueHust 0€30MACHOCTH  KPUTHYECKOH MHGPOPMALMOHHOM  HMH(PacTpyKTyphlI
SIBJISIFOTCSL:

1) 3aKOHHOCT®;
2) HenpephIBHOCTh M KOMIUIEKCHOCTh OOECIeYeHHs O€30MacHOCTH KPUTUYECKOH WH(POPMALMOHHON

UHQPACTPYKTYphl, JOCTUTaeMble B TOM YHCJE 3a CUET B3aUMOJICHCTBHUS YIOJHOMOYEHHBIX (enepanbHbIX
OpPraHOB UCIOJHUTENIbHOM BJIACTU U CYObEKTOB KPUTHUECKONH HHPOPMAITMOHHON HHPPACTPYKTYPHI;
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3) NpUOPHUTET NPEIOTBPAIIEHUS KOMIIBIOTEPHBIX aTaK.

Cratbsa 5. NlocypapcTBeHHas cuctemMa obHapyXeHus, npeaynpeXxaeHns u NUKBuAaumm
nocneacTBMN KOMNbIOTEPHbIX aTak Ha MH(popMaLMOHHbIe pecypcbl Poccunckon Penepauum

1. TocynmapctBeHHas cucTeMa OOHApY>KEHUS, MNPEAYNPEKICHUS U JUKBUIAIMM TOCJIEICTBUI
KOMIBIOTEPHBIX aTak Ha MHQPOpPMAIMOHHBIE pecypchl Poccuiickoit Denepaiyiu npeacTaBiseT coO0N eanHbIN
TEPPUTOPUATIBHO PACIPEACIEHHBIA KOMIUIEKC, BKJIIOYAIOIIMN CHJIBI UM CpPEICTBA, INpPEAHA3HAYEHHBIE IS
oOHapyXeHUs, MPEAYNPESKACHUS M JMKBUIANWN TOCIEACTBHIA KOMITBIOTCPHBIX aTaK W pPEearupoBaHUs Ha
KOMITBIOTEPHBIC MHIUACHTHI. B IesX HacTosmIeld cTaThu 1MoJa WH()OPMAIMOHHBIMU pecypcamu Poccuiickoi
denepanuy MOHUMAIOTCS MHPOPMAIIMOHHBIE CHCTEMBbI, MH(GOPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIE CETH W
aBTOMAaTU3MPOBAHHBIE CUCTEMBl YIpPABJIEHMs, Haxojasmuecs Ha Teppuropuu Poccuiickonn ®denepauuu, B
JTUTUIOMATHYECKUX TMPEJCTaBUTENhCTBAX U (M) KOHCYIbCKUX yupexaeHusx Poccuiickoit deneparuu.

2. K CujiaM, NpPCIHA3HAYCHHBIM JJI O6Hap}/')KeHI/I}I, NpeaAynpeKIACHUA W JIMKBUOAIUN HOCJ'IGI[CTBI/Iﬁ
KOMITIBIOTCPHBIX aTaK U pCarupoBaHus Ha KOMIIBIOTCPHBIC MHIIUJACHTLI, OTHOCATCA:

1) monpasnerneHus W JODKHOCTHBIE JMIa (emepadbHOr0 OpraHa HUCHOJHUTEIBHOW — BIJIACTH,
YIOJIHOMOYEHHOTO B 00JIacTu oOecriedeHus: (PyHKITMOHUPOBAHUSI TOCYAapPCTBEHHOM CUCTEMBI OOHAPYKEHUS,
NPEAYNPEKACHUS W JIMKBUJAIMKA TIOCIEJACTBUNA KOMITBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PEeCypChl
Poccuiickoit denepanuu;

2) opraHuM3anus, co3gaBaemas (efepalbHBIM OpPraHOM HCHOJIHHUTENBHOM BJIACTH, YIIOJTHOMOUYEHHBIM B
obmacti obecnieueHus] (PyHKIIMOHUPOBAHHUS TOCYJAPCTBEHHON CHUCTEMbl OOHApY)KEHUs, MPEIyNPEKICHUS U
JMKBUIAIUH TIOCJIEACTBAN KOMITBPIOTEPHBIX aTak Ha MH(OpManuoHHBIe pecypchl Poccmiickoit deneparmm,
JUIs oOecrieueHus] KOOpAMHALIMU JIEATEIbHOCTH CyOBhEKTOB KPUTHUECKON MH(POPMAITMOHHON HHPPACTPYKTYPHI
[0 BOMpocaM OOHapy>KeHMsl, NPEIYNpeKACHUS M JIMKBUIALMU IOCIEICTBUA KOMIBIOTEPHBIX aTak |
pearupoBaHus Ha KOMIBIOTEPHbIE HHIMICHTHI (Jlajiee - HalMOHAJIbHBIA KOOPAMHALMOHHBIN IIEHTp IO
KOMIIBIOTEPHBIM MHIUICHTaM);

3) moapazaeneHus U JODKHOCTHBIE JIMIA CYObEKTOB KPUTHUECKOW HH(POPMAIMOHHON HH(PACTPYKTYPHI,
KOTOpblE TPUHUMAIOT ydacTHe B OOHApYKEHHH, NPEAYNPEKACHUH ¢ JUKBUAANWU TIOCIEICTBHA
KOMIIBIOTEPHBIX aTaK M B PEaripOBaHWU Ha KOMITBIOTEPHBIC WHIUICHTHI.

3. CpeacrBamu, NpeiHa3HAYEHHBIMU U1 OOHAPYKEHUs, NPEIYIPEXKACHUS U JTUKBUIALUY TOCIEICTBUN
KOMIIBIOTEPHBIX aTaK M pearMpoBaHHs Ha KOMIIBIOTEpHbIE HHIMICHTHI, SBISIOTCS TEXHUYECKHUE,
IporpaMMHBbIE, MPOrpaMMHO-AINapaTHBIE M MHbIE CPeICTBa A OOHApy>KeHHs (B TOM 4YHCIE A TOUCKa
IIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX AJIEKTPOCBSI3U, UCIOJIb3YEMBIX UIsl OPraHU3alUK B3aUMOJEHCTBUS
00BEKTOB KPUTUYECKOH MH()OPMAITMOHHONW MH(PPACTPYKTYPHI), TPEAYNPEKICHIUS, TUKBUIAIUHN TTOCIEACTBUI
KOMIIBIOTEPHBIX aTak W (win) oOMeHa wuHpopMalnued, HeoO0XoAUMON CyObeKTaM KpUTHYECKON
UHPOPMALMOHHON MHQPACTPYKTyphl MpH OOHAPYKEHUM, NPEOYNPEXKACHUU U (MIM) JUKBUAALUU
HOCJIEICTBUM KOMIBIOTEPHBIX aTaK, a TAKKe KpUnrorpaduyeckue CpeacTBa 3aluThl TaKOW HHPOpMAaLIUK.

4. HauuoHanbHBIM KOOPAMHALIMOHHBINA LIEHTP MO KOMIIBIOTEPHBIM HHIUIEHTAM OCYIIECTBIISIET CBOIO
NESTEIbHOCTh B COOTBETCTBUH C TOJOXEHHEM, YTBEPXKIaeMbIM (heepaabHbIM OPraHOM HCIIOJTHUTEIHHON
BJIACTH, YIOJIHOMOYEHHBIM B 00JacTH oOecredeHus] (QYHKIMOHUPOBAHUS TOCYIAPCTBCHHOH CHCTEMBI
0oOHapy>XeHHS, TIPEAYNPESKIACHUS U JIMKBUJAIUU TIOCIEACTBUN KOMITBIOTEPHBIX aTak Ha WH(GOPMAIIMOHHbBIC
pecypcebl Poccuiickoit @enepanum.
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5. B rocynapcTBeHHOH cucTemMe OOHapy>KeHHs, NpEeAyNpexIeHHs W JHMKBUIALUUM TOCIEICTBUN
KOMIIBIOTEPHBIX aTak Ha HH(opManuoHHble pecypchl Poccuiickoit ®dexepanuu OCyIIECTBIAIOTCS cOOD,
HAKOIUICHHE, CHCTEMaTH3alus W aHadu3 MHPOpPMAalUH, KOTopas IMOCTyHaeT B JaHHYIO CHCTEMY dYepes
CpEICTBAa, MpeAHAa3HAUYEHHblE JUIsI OOHApy)XEeHHs, NPEeIyNpexaeHUs U JHMKBUIALMM IOCIEICTBUI
KOMITBIOTEPHBIX aTakK, MHPOpPMAIUH, KOTOpas MpeACTaBiseTcss cyObeKTaMu KpUTHUYECKONH MH(OpMalnOHHON
UHPPACTPYKTypbl U (enepaabHbIM OpPraHOM MCIIOJHHUTEIbHON BJIACTH, YIOJHOMOYEHHBIM B 001acTH
obecrnieueHns 0€30MacCHOCTH KpUTHUECKON nH(opmarmroHHOo uHGpacTpykTypsl Poccuiickoit denepanuu, B
COOTBETCTBUM C IIlepeyHeM HH(OpMauu © B TOpPSJKE, OIpeaeNsseMbIMU  (elepaabHbIM OpraHOM
WCTIOJTHUTEJIBHOM BJIACTH, YIIOJHOMOUYEHHBIM B 00JacTh obecrieueHus: (QyHKIIMOHUPOBAHUS TOCYAapCTBEHHON
CUCTEMBbl OOHApy>KEHHUs, MPEAYNPEeKICHUS W JIMKBUJALWU TOCJIEJICTBUN KOMIBIOTEPHBIX aTak Ha
nHpopmanvonHsle pecypchl Poccuiickoit ®enepaunu, a Takke uHPOpMalUMU, KOTOpas MOMKET
NPEACTABIATbCA UHBIMH HE SIBJISIOLIMMUCA CYyObEKTaMU KPUTHUECKOW MH(POPMALMOHHOW MHPPACTPYKTYpPbI
OpraHaMH U OpraHMU3alMsIMH, B TOM YMCJIE NHOCTPAHHBIMU U MEKyHAPOIHBIMH.

6. @enepanbHblii OpraH HCIHOJHUTEIBHOW BJIAcCTH, YHNOJHOMOYEHHBIM B o00jacTu oOecredeHus
(YHKIIMOHMPOBAHUSI TOCYJApCTBEHHOH CHCTEMBI OOHApY)KEHUS, TMPEAyNpPeKACHUS W  JUKBUAALUU
MOCTIEICTBUI KOMITBIOTEPHBIX aTak Ha wH(popMarmoHnHble pecypchl Poccuiickoit denepannu, opraHu3yeT B
YCTaHOBJIEHHOM MM THOpsAKe oOMeH HHpopManueil 0 KOMIBIOTEPHBIX HHIUACHTAX MEXAy CyObeKTaMu
KPUTUYECKOH MH(OPMAIMOHHOM HMH(PACTPYKTYphl, a TaKKe MEXAy CyObeKTaMM KPUTHYECKOH
UHQOPMALMOHHON MHQPACTPYKTYphl U  YINOJIHOMOYEHHBIMH OpraHaMH HMHOCTPAHHBIX TOCYJapCTB,
MEXKIYyHAPOAHBIMHM, MEXIYHAPOAHBIMA HEIPABUTEIbLCTBEHHBIMU OpraHU3alMsIMU W HMHOCTPAHHBIMU
OpraHu3alMsIMM, OCYIIECTBISIONIMMU JIEATEIBHOCTh B OO0JIACTM pEAarMpoBaHUs HAa KOMIIBIOTEPHBIE
VHIIHAJICHTHI.

7. llpenoctaBieHue M3 TOCYAAPCTBEHHOM CUCTEMBl OOHApPYKEHUS, MPEIYNPEXICHUS U JTUKBUIALUU
MOCJICJICTBU KOMIIBIOTEPHBIX aTak Ha HH(pOpMaIMOHHBIE pecypchl Poccuiickoit denmepanuu cBeneHUM,
COCTaBISIIOLIUNX TOCYNAapCTBEHHYIO JHOO HHYIO OXpaHAEMYyI0 3aKOHOM TalHy, OCYIIECTBISETCS B
COOTBETCTBUU € 3aKOHOJATENbCTBOM Poccuiickoit denepannu.

Cratba 6. [lonHomouusa [lpe3mpeHta Poccunckon Pepepaumm U OpraHoB
rocyaapcTtBeHHon Bnactu Poccuinckon ®epepaumm B obnactn obecneyeHuss 6e3onacHoCcTuy
KPUTUYECKOMN MH(PpOPMaLMOHHON UHPPACTPYKTYPbI

1. IIpesunent Poccuiickoit denepanuu onpenenser:

1) OCHOBHBIC HAampaBJICHUS TOCYAAPCTBEHHOW TOJIUTUKUA B o0OiacTu obecredeHuss 0e30ImacHOCTH
KPUTHYECKOW MHPOPMAITMOHHOW HHPPACTPYKTYPHI;

2) (enepanbHblii OpraH HWCHOJHUTEIBHON BJIAcTHU, YMOJHOMOYEHHBIM B oOjactu obecrieueHus
0€30IaCHOCTH KPUTHIECKOW HH(POpMaIMOHHON HHGpacTpykTyphl Poccuiickoit deneparuu;

3) denepanbHBIi OpraH MCIOJHUTEIBHOM BIIACTH, YIOJIHOMOYEHHBIH B oOjactu obecredeHus
(YHKIIMOHMPOBAHUS TOCYJApCTBEHHOM cHCTEMBbl OOHApy>KEHUs, TMPEeayNpeXIeHUs W  JUKBUAALUU
MOCTIEICTBUI KOMIIBIOTEPHBIX aTak Ha HHPOpPMaLMOHHbIE pecypchl Poccuiickoii @eneparum;

4) MOpsAAOK CO3MaHWS M 3aJa4d TOCYJIapCTBEHHOW CHUCTEMbl OOHApYKEHHUS, MPEAYNPExKACHUSI U
JUKBHUIAINH TOCTIEACTBUN KOMITBIOTEPHBIX aTak Ha WH(OpMaImoHHbIE pecypcbl Poccuiickoi depepannn.

2. [IpaBurenbcTBO Poccuiickoii denepaliii yCTaHABIUBAET:
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1) nokaszarenu KpUTEpUEB 3HAUUMOCTH OOBEKTOB KPUTHUECKOM MH(pOpMALMOHHON MH(PACTPYKTyphl U
UX 3HAYEHUs, a TAK)KE MOPSAJOK U CPOKH OCYILIECTBICHUS X KaTETOPUPOBAHMS;

2) TOpPSIOK OCYLIECTBICHHUS TOCYJApCTBEHHOTO KOHTPOJII B 00sacTH olecrmeueHHus Oe30MacHOCTH
3HAYMMBIX 00BEKTOB KPUTHIECKOH NH(POPMAIIMOHHON HHPACTPYKTYPHI;

3) mopsiIOK TMOATOTOBKM W MCIIOJIB30BAaHMSI PECYPCOB €IMHOM CeTH 3JIeKTpocBsizu Poccuiickoit
@enepanun g obecrnedeHnss (YHKIMOHUPOBAHUS 3HAYUMBIX OOBEKTOB KPUTHYECKOH HH(pOpMALMOHHON

UHPPACTPYKTYPHI.

3. @enepanbHblii OpraH WCIHOJHUTEIBHOW BJIAcTH, YHNOJHOMOYEHHBIM B 00jacTu oOecredeHus
0e30macHOCTH KpUTHYecKoi HH(popMarmonHoi nHPpacTpykTypsl Poccuiickoit denepanuu:

1) BHOCHT TpEIUIOKEHUSI O COBEPIICHCTBOBAHMM HOPMATHBHO-TIPABOBOTO PETYJIHMPOBAHUS B 00JacTh
oOecrieueHrs 0e30macHOCTU KpuTHUeckod HHpopmannoHHOW uHpacTpykTypsl Ilpesunenty Poccuiickoit
Oenepannu u (nam) B [IpaButensctBo Poccniickoit deneparuu;

2) yTBepXkJIaeT NOPSJIOK BEICHMS peecTpa 3HAYMMBIX OOBEKTOB KPUTHYECKON HHPOPMALMOHHOM
UHPPACTPYKTYPHI M BEJET JaHHBIH peecTp;

3) yTtBepkaaer (opmMy HampaBICHHsS CBEACHHA O pe3ysibTaTaX MPUCBOCHHUS OOBEKTY KPUTHUECKOMN
nH()OPMAMOHHON HH(PPACTPYKTYPHI OJTHON U3 KATETOpUN 3HAYUMOCTH JINOO 00 OTCYTCTBUU HEOOXOTUMOCTH
MPUCBOEHUS €My OJTHOM M3 TaKMX KaTErOpHii;

4) ycraHaBimMBaeT TpeOOBaHMs MO OOECTeYeHHIO OE30MaCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHYECKOW
uHGOPMaAITMOHHON UHPPACTPYKTYPHI (TpeboBanus o o0ecrneveHunto 0e30MacHOCTH
MH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CETeH, KOTOPhIM MPUCBOEHA OJHA M3 KaTErOpui 3HAUMMOCTH U
KOTOpBIE BKJIIOUEHBI B PEECTpP 3HAYMMBIX OOBEKTOB KPUTHYECKOH HH(GOPMAIMOHHONH HHOPACTPYKTYpHI,
YCTaHABJIMBAIOTCS 110 COTIIACOBAHUIO C (pe/iepalbHbIM OPTaHOM HMCIIOJIHUTENFHON BJIACTH, OCYIIECTBISIONINM
GyHKIMM TIO0 BHIPAOOTKE W peaju3alMyd TOCYJApCTBCHHOW IOJUTHKH W HOPMATHBHO-TIPABOBOMY
PETYIMPOBAHMIO B OOJIACTH CBSA3M), a TAKXKEe TPEOOBAHUS K CO3aHHIO CHCTEM O€30MacHOCTH TaKMX OOBEKTOB
U olecrieueHn0 WX (QYHKIIMOHUPOBaHUA (B OaHKOBCKOW cepe M B HMHBIX cdepax (UHAHCOBOTO PHIHKA
yCTaHaBJIMBaeT YyKa3aHHbIe TpeOoBaHUs MO corjacoBaHuio ¢ LleHTpanbHeiM Oankom Poccuiickoit
Oepnepanun);

5) OCyIIECTBISIET TOCYAApCTBEHHBIH KOHTPOJIb B 00JIaCTH OOecredeHHs Oe30MacHOCTH 3HAYHUMBIX
00BEKTOB KpUTHYECKOW MH(POPMAIIMOHHON HMHOPACTPYKTYpHl, a TaKKe yTBEp)KIAaeT (OopMy aKTa MpPOBEPKH,
COCTaBJIIEMOTO 10 UTOr'aM IIPOBEACHUS YKa3aHHOTO KOHTPOJIS.

4. @enepanbHbIl OpraH HCHOJHUTENBHOM BIACTH, YIIOJHOMOUYEHHBIH B 00jacTH oOecreueHHs
(YHKIIMOHMPOBAHUS TOCYJApCTBEHHOM cHCTEMBbl OOHApy>KEHUs, TMPEeAyNpeKIeHUS U  JUKBUAALUU
MOCTIEICTBUI KOMIIBIOTEPHBIX aTak Ha WH(pOpMaMOHHbIE pecypchl Poccuiickoit @enepanuu:

1) BHOCHT TpEIUIOKEHUSI O COBEPIICHCTBOBAHMM HOPMATHBHO-TIPABOBOTO PETYJIMPOBAHUS B 00JacTh
oOecnieueHns 0e30MacHOCTH KpuUTHYeckod HHpopMannoHHOW uHpacTpykTypsl Ilpesunenty Poccuiickoit
Oenepannu u (nan) B [IpaButensctBo Poccniickoit deneparuu;

2) co3maeT HAIMOHAJIBHBIA KOOPIWHAIIMOHHBIN IIEHTP MO KOMIBIOTEPHBIM HWHIUACHTAM M YTBEP)KIaeT
MOJIOKEHUE O HEM;
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3) KOOpIMHMPYET [EeATENLHOCTh CYOBEKTOB KPUTHUECKOW HH(POPMALMOHHOM HHQPPACTPYKTYpHl IO
BOMpOCcaM OOHApy>KEHUs, NPEAyNpekKIeHUs U JMKBUJIAUHM TOCJIEJACTBUA KOMIBIOTEPHBIX aTak |
pearupoBaHMsl Ha KOMIIBIOTEPHbBIE UHIIUJIEHTHI;

4) opraHu3yeT U MPOBOJIUT OILEHKY O€30MaCHOCTH KPUTHYECKOW MHPOPMALIMOHHOW HHPPACTPYKTYPHI;

5) ompexaenser nepeueHb MHPOPMAIINH, MPECTABIIEMON B TOCYIAPCTBEHHYIO CUCTEMY OOHApYKCHHS,
NPEAYNPEKACHUST W JIMKBUJAIMKA TIOCIEJACTBUNA KOMITBIOTEPHBIX aTak Ha WH(GOPMAIMOHHBIE PEeCypChl
Poccuiickoii denepanuu, U NOPSAOK €€ IMPEACTABICHUS;

6) yTBepXkJaeT TMOpAAOK HWHPOPMHUPOBaHUS (eaepanbHOr0 OpraHa HCIOJHUTEIBHOM BIIACTH,
YIIOJIHOMOYEHHOTO B 00JacTH obecneueHus! (yHKIMOHUPOBAHUS TOCYAAPCTBEHHOW CUCTEMbI OOHAPYKEHHUS,
MPEIYNPEeKACHNST W JIMKBUAAUHN TIOCIEJICTBHHA KOMIBIOTEPHBIX aTrak Ha HH(OPMAIMOHHBIE PECypCHI
Poccuiickoit ®enepanuu, 0 KOMIBIOTEPHBIX HWHIMICHTAX, PEardpOBaHUs HAa HUX, NPUHITHI Mep TI0
JMKBHIALMHN TOCIEJACTBUI KOMIIBIOTEPHBIX aTakK, IPOBEJCHHBIX B OTHOLICHWM 3HAYUMBIX OOBEKTOB
KpUTHYECKON MHGPOPMAIMOHHON HMH(pacTpyKTyphl (B OaHKOBCKOW chepe u B MHBIX cepax (PpUHAHCOBOTO
pBIHKAa yTBEp)KJaeT YyKa3aHHBIM TOPSJIOK MO coracoBaHuio ¢ LlentpaneHbiM OankoMm Poccuiickoit
Oepepanun);

7) yTBEepKIaeT MopsaoK oOMeHa mH(popMaiueid 0 KOMIBIOTEPHBIX HHIMICHTAX MEXAY CyOBeKTamu
KpUTHYECKOH HH(POPMAIMOHHON HHQPACTPYKTYphl, MEXIy CyOBEeKTaMU KPUTUYECKON HH(GOpMalnOHHON
UHQPACTPYKTYpbl M  YINOJIHOMOYEHHBIMH OpraHaMH HWHOCTPAaHHBIX TOCYJAapCTB, MEXKAyHapOJIHBIMH,
MEXIYHAapOJAHBIMA  HENpPaBUTEIbCTBEHHbIMH  OpraHM3allUIMH M  WHOCTPAHHBIMH  OpraHM3alUsMH,
OCYILECTBIISIIOUIMMU J€SITEIbHOCTh B 00JACTH pearupoBaHUs HAa KOMIIBIOTEPHBIC HHLUACHTBI, a TaKkKe
MOPSAOK TIONYYEHHUs! CyOBEKTaMH KpUTHYeCKOH HH(OpManmoHHOW HH(pacTpyKTypsl HWHPOpPMALUU O
CpeACTBax M Croco0ax MpOBeIeHUS] KOMITBIOTEPHBIX aTaK M O METOJIaX WX MPEIYTPEKACHUS U OOHAPYKESHUS;

8) opraHu3yeT yCTaHOBKY Ha 3HAYMMBIX 00bEKTaX KPUTHUECKOW MHPOPMAIIMOHHON HHPPACTPYKTYPHI U
B CETSX OJJIEKTPOCBA3M, HCIOJIB3YEMbIX Ui OpraHU3allUd B3aUMOJEHCTBHA OOBEKTOB KPUTUYECKOH
UHPOPMALMOHHON MH(PACTPYKTYphI, CPEACTB, MpeaHa3HAUEHHBIX IS OOHApy)KEHUs, MpeaylpexIeHUs U
JMKBUJALMH TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK U pearupoBaHUs HA KOMIIBIOTEPHBIE MHIU/ICHTHI,

9) ycranaBiuBaeT TpeOOBaHMS K CPEACTBAM, IPEIHAZHAYCHHBIM JIJIs1 OOHAPYKEHHS, IPEIYTPEKICHUS U
JMKBUIAIIUH TTOCIIEICTBUI KOMITBIOTEPHBIX aTaK U pearupoBaHMs HA KOMITBIOTEPHBIC WHIHICHTEI,

10) yTBepkmaeT TOPSIMOK, TEXHWYECKHE YCIOBUS YCTAHOBKM W  OKCIUTyaTalldl  CPEJICTB,
IpeHa3HaYeHHBIX 11 OOHAPYKEHUs, IPeAYIPEKICHHS 1 JIMKBUJALUN [TOCIEICTBUI KOMIIBIOTEPHBIX aTaK U
pearupoBaHus Ha KOMIBIOTEPHbIE MHLUACHTHI, 32 UCKIIOUYEHUEM CPEJCTB, NMPEJAHA3HAYEHHBIX AJS IOUCKA
MIPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETAX DJIEKTPOCBS3H, UCMOIb3YyEMbIX Ui OpraHU3alUU B3auMOJCHCTBUS
00BEKTOB KPUTHUYECKOH HH(POpMAIMOHHON HHGPAcTpyKTypsl (B OaHKOBCKOH chepe m B HMHBIX chepax
(MHAHCOBOTO pBIHKA YTBEPXKJAeT yKa3aHHbIE TOPSIOK W TEXHUYECKHE YCIOBHS IO COTJIACOBAHHIO C
HenTtpansueiM 6ankom Poccuiickoit denepanun).

5. denepanbHBIA OpraH HUCHOJHHUTEIBHON BIIACTH, OCYIICCTBISIONMMN (YHKIMH 10 BBIPAOOTKE H
peanu3alMyi TOoCyJapCTBEHHOW IMOJUTUKM W HOPMAaTHUBHO-TIPAaBOBOMY pETYJIMPOBAHUIO B OOJACTH CBS3H,
YTBEpP)KJaeT MO COIJIACOBAHUIO C (heliepaibHbIM OPraHOM HCIIOJHUTENIBHONW BJIACTH, YIOJIHOMOYEHHBIM B
obmacti obecnieueHus] (PyHKIIMOHUPOBAHUS TOCYJAPCTBEHHON CHUCTEMbI OOHApY)KEHUS, MPEIyNPEKICHUS U
JMKBUIAIUH TIOCJIEACTBAN KOMITBIOTEPHBIX aTak Ha MH(OpManuoHHbIe pecypchl Poccmiickoit denepanmm,
MOPAZIOK, TEXHUYECKUE YCIOBHS YCTAaHOBKM W OKCIUTyaTalldd CPEJCTB, IMpeIHAa3HAYCHHBIX MJIs IOHMCKa
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NPU3HAKOB KOMIIBIOTEPHBIX aTaK B CETSAX AJEKTPOCBA3M, UCHOIb3YEMBIX JAJISI OPraHU3alMK B3aUMOACHUCTBUS
00BEKTOB KPUTHUECKOH MH()OPMAIIMOHHON HH(PPACTPYKTYPHI.

Cratbsa 7. KaTteropupoBaHue o6beKkToB KPUTUYECKOMN MHdOpMaLNOHHOMN
MHPACTPYKTYPbI

1. KareropupoBanue oO0bekTa KpUTHUECKOH MH()OPMAIIMOHHONW MHPPACTPYKTYphl MpeAcTaBiIseT coOon
YCTQHOBJICHHE COOTBETCTBHS OOBEKTa KPUTHUECKOM HMHPOPMAIMOHHOW HHQPACTPYKTYphl KpUTEPUIM
3HAYUMOCTH U IOKA3aTesIM MX 3HAYEHUH, NPUCBOCHHE €My OJHOM M3 KaTeropuil 3HaAYMMOCTH, HPOBEPKY
CBEJICHMI O pe3ysbTaTax €€ MPUCBOCHUSI.

2. KareropupoBaHue OCyIIECTBIISIETCS UCXOIS U3:

1) conuanbHOM 3HAYMMOCTH, BBIPAKAIOIIEHCS B OLIEHKE BO3MOXKHOIO yuiepOa, IPUYMHAEMOrO >KU3HU
WIN 30pOBBIO JIIOJIEH, BO3MOXKHOCTHU MPEKpALleHUs WIM HapylleHus (QyHKIMOHUPOBaHUS OOBEKTOB
oOecrieyeHNs KHU3HEJEATSIbHOCTH HACEJIEHUs,, TPAHCIOPTHONH HH(PACTPYKTYphl, CETe CBS3M, a TaKkKe
MaKCHUMaJIbHOM BPEMEHH OTCYTCTBHUSA JOCTYyNa K TOCYJapCTBEHHOM yCilyre Juls MoJlydareie Takol yCiayru;

2) NOJIMTUYECKON 3HAYMMOCTH, BBIPA)XKAIOILIENCS B OLIEHKE BO3MOXKHOTO IPUYMHEHUS yiiepOa HHTepecam
Poccniickoit denepanuu B BONIPOcax BHYTPEHHEN W BHEIIHEN MOJIUTHKY;

3) SKOHOMHMYECKOW 3HAUMMOCTH, BBIPAKAIOIIEHCS B OLEHKE BO3MOXKHOIO IMPUYMHEHHUS MPSIMOrO MU
KOCBEHHOT0 yIepba cyOBbeKTaM KpUTHUYECKOW HHMOpMAaNMOHHOW HHOPPACTPYKTYpbl M (WiH) OromKeTam
Poccuiickoi ®enepanuy;

4) SKOJIOrMYecKOl 3HAYMMOCTH, BBIPA)KAIOLIEHCS B OLIEHKE YPOBHS BO3JIEHCTBUS HAa OKPYKAIOILYIO
cpeay,

5) 3HaUUMOCTH 00BEKTa KpUTHYECKON MHGOPMAIIMOHHON HH(PACTPYKTYphl 1 oOecrieueHus: 000POHbI
CTpaHbl, 0€30M1aCHOCTH roCy1apcTBa U NMPaBONOPSAKA.

3. VYcraHaBnIMBaIOTCS TpPU KaTeropud 3HAUYUMOCTH OOBEKTOB KPHUTHYECKOH HH(OpMaIMOHHON
UHPPACTPYKTYPHI - IEpBasi, BTOPasi U TPEThS.

4. CyOBeKTbl KpUTHUECKOW HH(POPMAMOHHONW HH(PPACTPYKTYpbl B COOTBETCTBHH C KPUTECPHUSIMHU
3HAYUMOCTH U TIOKa3aTeNIIMU HUX 3HAUY€HUM, a TakkKe IOPSAKOM OCYIIECTBICHHUS KaTeropupoOBaHUs
MPUCBANBAIOT OJIHY U3 KaTErOpuil 3HAYMMOCTU MPHUHAJUISKAIINM UM Ha IpaBe COOCTBEHHOCTH, apeH/Ibl WIIN
MHOM 33aKOHHOM OCHOBAaHMU OOBEKTaM KpPUTHUYECKOW HMH(OpMAIMOHHOM HHQpacTpyKTypbl. Eciu oObexT
KPUTHYECKON MH(OPMAIIMOHHONH MH(PACTPYKTYpPbl HE COOTBETCTBYET KPUTEPUSAM 3HAUUMOCTH, MTOKa3aTesIM
9TUX KPUTEPUEB U UX 3HAUEHUSM, EMY HE IPUCBAUBAETCS HU OJIHA U3 TAKUX KATETOPUH.

5. CeneHust 0 pe3ysbTaTax MPUCBOCHHUS OOBEKTY KPUTHUECKOH MH(POPMAIMOHHON HHEOPACTPYKTYPHI
OJTHOW M3 KaTeropuil 3HAYMMOCTH JTMOO 00 OTCYTCTBHM HEOOXOIMMOCTH TPUCBOCHUS €My OIHOH W3 TaKHX
KaTeropuil CyOBEeKThl KpUTHYECKOW HH(OPMALMOHHOW HWHQPACTPyKTyphl B TIHCHbMEHHOM BHIE B
JECATUAHEBHBIM CPOK CO JHS NPHHATUS MMH COOTBETCTBYIOIIEIO PEIIEHHs HamnpaBisioT B (eaepayibHbIN
OpraH HCIIOJHUTEIbHON BIIACTH, YIOJHOMOYEHHBIH B 00jacTH obecredeHuss 0e30MacHOCTH KPUTHYECKOH
uHpopMalMoOHHOH HppacTpykTypsl Poccuiickoii @enepaiium, Mo yTBep>kIeHHON UM dopme.

6. ®DenepanbHBI OpPraH WCIOJHUTEIHHON BIACTH, YIOJHOMOYCHHBIH B oOjactu obOecreueHus

KoHcynbTanTlNKoC

www.consultant.ru CrtpaHuua 7 s 15
HaeXHas npaBoBas noaaepXxkKa



http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru
http://www.consultant.ru

®epepanbHbiit 3akoH oT 26.07.2017 N 187-93
"O 6e30MacHOCTM KpUTHUYECKOW MHDOPMALIMOHHOW JokyMeHT npepoctasneH KoHcynbTaHTlAoC
nHdpacTpykTypbl Poccuitckoin deaepaummn” fata coxpaHetusa: 27.08.2018

0e30MacHOCTH  KpUTHYECKOM  uHpopManmoHHON  uHGpacTpykTypsl  Poccuiickoit ~ @enmepanuu, B
TPUALATUIHEBHBIM CPOK CO JHS IOJIYYEHUS CBEICHUM, YKA3aHHBIX B YaCTHU 5 HACTOALIEH CTaTbH, IPOBEPSET
coONIoOICHUE TOpSAJKAa OCYIIECTBIEHUS KAaTErOPUpPOBaHMS U IPABWIBHOCTb IIPUCBOCHHUS OOBEKTY
KpUTHYECKOH HMH(OPMALMOHHONW HMH(PACTPYKTYphl OJHOW W3 KAaTErOpUi 3HAUMMOCTH JIMOO HENpPHUCBOEHUS
€My HHM OJJTHOM M3 TaKUX KaTETOPHM.

7. B cnyuae, ecnu CyObeKTOM KPUTHYECKON MH(GOPMalMOHHON HUH(PACTPYKTypbl COOMIOACH MOPSI0K
OCYIIECTBIICHUSI KaTErOPUPOBAHUS M MPUHAANEKAIIEMY €My Ha MpaBe COOCTBEHHOCTH, apeHIbl WM HUHOM
3aKOHHOM OCHOBaHUM OOBEKTY KPUTHUECKOH WH(POPMALMOHHON WHQPACTPYKTYpHl NMPaBHIBHO MPUCBOEHA
OJIHA U3 KaTEerOopuil 3HAYUMOCTH, (he/iepanbHbIid OpraH HCIIOJTHUTEIHHON BIACTH, YIIOTHOMOYCHHBIH B 00JIaCTH
oOecnieueHrs 0e€30MacHOCTU KpuUTHYecKol HH(popmannoHHOW HHPpacTpykTypbl Poccuiickoii ®enepanumy,
BHOCHUT CBEJCHMSI O TAKOM OOBEKTE KPUTHUECKON MH(OPMaLMOHHONW MH(PACTPYKTYphl B PEECTp 3HAUMMBIX
00BEKTOB KPUTHUUECKOH MH(DOPMALIMOHHOW HHPPACTPYKTYpPHI, O YeM B JACCSITUIHEBHBIM CPOK YBEIOMIISETCS
CyOBEKT KpUTHUECKOH HHPOPMAITMOHHON HHPPACTPYKTYPHI.

8. B cnyuae, ecnu (enepaabHBIM OPTaHOM HCIIOJIHUTEIBHON BJIACTH, YIOJTHOMOYEHHBIM B 00JacTH
oOecrieyeHnss 0€30MACHOCTH KPUTHYECKOH uH(popMarmonHo uHpacTpykTypsl Poccuiickoii ®denepanumu,
BBISIBJICHBl HApyLICHHs] MOpsJIKAa OCYIIECTBICHHUSI KaTeropupoBaHUs U (WIM) OOBEKTY KPUTHUECKOMN
nH(OPMALIMOHHOW HMH(PACTPYKTYpbl, NpPHUHAJJICKAIIEMY Ha IMpaBe COOCTBEHHOCTH, apeHIbl WJIH HHOM
3aKOHHOM OCHOBaHUU CYOBEKTY KPUTHYECKOM MH(POPMAIMOHHONW UH(PPACTPYKTYphI, HEIIPABUIBHO IPUCBOEHA
OJlHA U3 KaTeropuil 3HAYMMOCTHU U (MJIM) HEOOOCHOBAHHO HE MPHUCBOEHA HU OJIHA U3 TaKMX KaTeropuil u (Hin)
CyOBEKTOM KPHUTHYECKON WHGOPMAIMOHHON WHOPACTPYKTYphl TMPEACTABICHBl HEMOJHbIE U (HIIN)
HE/IOCTOBEPHBIE CBEACHUS O pe3yJbTaTax IMPHCBOCHHUS TAaKOMY OOBEKTY KPHUTHYECKOH HH(OpMAIMOHHON
MHPPACTPYKTYPHl OJHON M3 KAaTErOpUil 3HAYUMOCTH JTUOO 00 OTCYTCTBHHM HEOOXOAWMOCTH MPUCBOCHUS €My
OJIHOM W3 TaKUX KaTeropwi, ¢efepalbHBI OpraH WCIOTHUTEIBHOW BJIACTH, YIIOJHOMOYCHHBIM B 00JIACTH
obecrieueHust 0€30MaCHOCTH KPUTHYECKOW MH(pOopMannoHHON MHpacTpykTyphl Poccuiickoit denepanuu, B
JECATUIHEBHBIN CPOK CO JHS MOCTYIUICHUS NMPEACTAaBICHHBIX CBEIECHUI BO3BPAIAET UX B MUCbMEHHOM BHJIE
CyOBEKTYy KPUTHYECKOW HH(POPMAIIMOHHOW WHEGPACTPYKTYpPHl C MOTUBHPOBAHHBIM OOOCHOBAaHHMEM TPUYUH
BO3BpATa.

9. CyObekT KpuTHYECKOW HMH(OPMAIMOHHONH WHQPACTPYKTYPHI MOCJE TOITYYEeHUS MOTHBHPOBAHHOTO
000OCHOBaHHUS TPUYMH BO3BpaTa CBEJICHHM, yKa3aHHBIX B YacTH 5 HACTOALIEH cTaTbu, HE Oojiee 4eM B
JECSATUIHEBHBIM CPOK YCTpaHSAET OTMECUYEHHBIE HENOCTAaTKM M IIOBTOPHO HAIPABJISET TaKUE CBEICHUSA B
(denepanbHbIi OpraH HMCIOJHUTEIBHOM BIACTH, YIOJHOMOYEHHBIH B 00JlacTH oOecredeHus: 0e30MacHOCTH
KpUTHYeCKON MH(POPMaMOHHONW HHPpacTpyKTypbl Poccuiickoit deaepanmu.

10. CBenenus 00 OTCYTCTBUM HEOOXOAMMOCTH NPHCBOCHHSI OOBEKTY KPUTHUECKOW MH(DOPMAITMOHHON
MHPPACTPYKTYPHl OJHOM W3 KATErOpHid 3HAYMMOCTH IOCIE WX TPOBEPKH HAIPABISIOTCH (hemeparbHbIM
OpPraHOM HCIIOJIHUTENIbHOM BJAacTH, YIOJHOMOYEHHBIM B 00JIaCTH oOecrieueHus: 6€30MacHOCTH KPUTHYECKON
UHpOpMaLMoHHOW HH(ppacTpykTypsl Poccuiickoit denepannu, B roCyJapCTBEHHYIO CHCTEMY OOHapy»KeHus,
OpeAyNpexaeHUus] U JHMKBUJIALMM TIOCIEACTBUH KOMIBIOTEPHBIX aTak Ha WHGOPMALMOHHbBIE PpEeCcypChl
Poccuiickoit ®enepauuu, 0 YeM B JECATUIHEBHBI CpPOK yBeIOMISETCS CYOBEKT KPUTHUYECKOU
nHGOPMAMOHHON HH(PACTPYKTYPHI.

11. B cnyyae HenpeacTaBieHUS CYOBEKTOM KpPUTHUECKOW WH(POPMAIMOHHON WHOPACTPYKTYPHI
CBEICHMI, YKa3aHHBIX B YaCTU 5 HacTosIIed cTaTh, (eaepaiabHbli OpraH HCIOJHUTEIBHON BIIACTH,
YIOJIHOMOYEHHBIH B 00J1aCTH 0OecrieueHus: 6e30I1aCHOCTH KPUTHUECKON MH(DOpMaMOHHONW HH(PPACTPYKTYPBhI
Poccuiickoit ®enepauuu, HampaBisieT B aJpec YKa3aHHOIO CyObekTa TpeboBaHHE O HEOOXOAMMOCTHU
COOJIIO/ICHHS TTOJIOKEHUI HACTOSIIEH CTAaThH.
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12. Kareropust 3Ha4MMOCTH, K KOTOPOH OTHECEH 3HaYUMbI OOBEKT KPUTHUYECKOM HH(DOpMAIMOHHON
UHOPPACTPYKTYPHl, MOXKET OBITh M3MEHEHa B TOpPsJAKE, NPEAyCMOTPEHHOM JUIsl KaTeropupoBaHUs, B
CJIEAYIOUIMX CIIydasX:

1) o MOTHBHPOBAaHHOMY pEIICHHIO (e/IepaTbHOT0 OpraHa UCIOJTHUTEIBHOHN BIACTH, YIIOJTHOMOYEHHOTO
B obOsactu oOecrieyeHuss 0€30MaCHOCTH KpUTHYEeCKoW HHpopmannoHHOW HHPpacTpykTypbl Poccuiickoit
@enepanuy, NPUHATOMY IO pe3yibTaTaM MPOBEPKH, NPOBEJCHHOW B paMKaxX OCYIIECTBICHHS
TOCYAapCTBEHHOTO KOHTPOJIS B 00JacTH oOecredeHus 0e30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOM
MH(POPMAIMOHHON HHPPACTPYKTYPHI;

2) B ciy4yae M3MEHEHHMS 3HAYMMOIO OOBEKTa KPUTHUECKOW WH(POPMAIMOHHON HH(PACTPYKTypHI, B
pe3yibpTaTe KOTOPOro TakoW OOBEKT MepecTan COOTBETCTBOBATH KPUTEPHSM 3HAYMMOCTH M IMOKA3aTeNsIM MX
3HAaYCHUH, Ha OCHOBAHNHU KOTOPBIX €My OblIa MPHCBOCHA OTIPEICIICHHAS KaTeTOPHsI 3HAYMMOCTH;

3) B CBA3M C JIMKBHJALMEHW, peopraHu3anueid CcyObeKTa KpUTHUECKOW HWHOOPMAIMOHHON
UHGPACTPYKTYPHI U (WIIH) U3MEHEHHUEM €ro OpraHU3alMOHHO-TIPABOBOM ()OPMBI, B pe3yibTaTe KOTOPHIX OBLIN
W3MEHEHBI TH00 yTpavyeHbl MPU3HAKH CYObEeKTa KpUTHIECKONH NH(POPMAITMOHHON HHPPACTPYKTYPHIL.

Cratba 8. PeecTp 3Ha4YMMbIX OOBLEKTOB KPUTUYECKOW  MH(OPMaLMOHHOWM
MHPACTPYKTYPbI

1. B mensx yuera 3HAYMMbBIX OOBEKTOB KPUTHYECKOM HHGPOPMALMOHHON HHQPACTPYKTYpHI
(benepanbHBIi OpraH HMCIOJHUTEIBHON BJIACTH, YIOJHOMOYEHHBIH B 00JIaCTH oOecredeHus: 0e30MacHOCTH
KpuTuieckor wuHpopmannoHnHo wuHDpacTpykTypbl Poccuiickoii ®Dexeparuu, BEAET peeCTp 3HAUYUMBIX
00BEKTOB KPUTHYECKOH HH()OPMAIMOHHONW HH(PACTPYKTYPHl B YCTAaHOBJIEHHOM UM TMOpsake. B naHHBII
peecTp BHOCSTCS CIENYIOIINE CBEICHHUS:

1) HauMeHOBaHKE 3HAYUMOT0 00BEKTa KPUTHUECKON HHPOPMAITMOHHON HHPPACTPYKTYPHI;
2) HauMeHOBaHHe CyObeKTa KPUTHUECKON HHPOPMAIIHOHHON HH(PACTPYKTYPHI;

3) cBeeHuUs O B3aUMOACHUCTBUM 3HAUUMOTO 00BEKTa KPUTHUECKON MHPOPMATMOHHONW HH(PPACTPYKTYPHI
U CeTel DIIEKTPOCBI3H;

4) cBeleHHA O JIMIE, OKCIDIyaTHPYIOMEM 3HAYUMBIA OOBEKT KPHUTHYCCKOW WH(POPMAITMOHHON
UH(PaACTPYKTYPHI;

5) xaTeropus 3HAYMMOCTH, KOTOpas MPUCBOCHA 3HAYMMOMY OOBEKTY KpUTHYECKOW MH(POPMAIMOHHOMN
UHPPACTPYKTYPHL;

6) cBeleHUS O MPOTPAMMHBIX M MPOTrPaMMHO-aNMapaTHBIX CPEJCTBAaX, UCIOJIb3YEMbIX Ha 3HAUUMOM
00BEKTe KPUTUYECKON HH(OPMAITMOHHON HH(PPACTPYKTYPHI,

7) Mepsl, TpHUMEHsEeMble Uil oOecredeHuss O€30MacHOCTH 3HAYUMOTO OOBEKTa KPUTHUECKON
nH(pOpMaLMOHHON HHPPACTPYKTYPHI.

2. Cpegenust W3 peecTpa 3HAYMMBIX OOBEKTOB KPUTUYECKOM HHQPOPMAIMOHHON HHQPPACTPYKTYpPbI
HANPAaBISAIOTCA B TOCYJapCTBEHHYIO CHCTeMY OOHapyKeHUSs, MPEeayNpekKIeHUs U JTUKBUAALNN MOCIEICTBUN
KOMIIBIOTEPHBIX aTaK Ha HHPOpPMaLMOHHbIE pecypchl Poccuiickoii deneparu.
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3. B cinydae yTparel 3HAYMMbIM OOBEKTOM KPUTHUYECKOW HWH(POPMALMOHHON HHPACTPYKTYpPHI
KaTeropuu 3HAYUMOCTH OH  HCKIO4Yaercs  (eaepalbHbIM — OPraHOM — HMCIIOJHUTENBHOM  BIIACTH,
YIIOJIHOMOYEHHBIM B 00J1acTi o0ecrieueHust 0€30MacHOCTH KPUTUIECKON MHPOPMALMOHHONW HHPPACTPYKTYPHI
Poccuiickoit ~ @eneparmn, W3  peecTpa  3HAYMMBIX  OOBEKTOB  KPUTHUYECKOW  HMH()OpMAIMOHHOU

HH(PACTPYKTYPHI.

Cratba 9. lpaBa u 0083aHHOCTU CYOBLEKTOB KpUTUYECKON UHGOpMaLUOHHON
MH(paCTPYKTYpbI

1. CyOBeKTsl KpuTHYeCKON HHHOOPMAITMOHHOW HHPPACTPYKTYPHI UMEIOT MPaBO:

1) momywyats oT (enepanbHOTO OpraHa HCTOJHUTEIBPHOW BJIACTH, YIOJHOMOYEHHOTO B 00JIaCTH
obecrieueHuss 6€30MaCHOCTH KpUTHYECKON HH(popMannoHHOW uHMpacTpykTyphl Poccuiickoii deneparuu,
uHbOpMaIMIO, HEOOXOAUMYIO HJsi obOecreyeHus O€30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHUECKOMN
nH(OpPMAIIMOHHOW WHQPACTPYKTYPHI, MPUHAICKAIIUX UM Ha TMpaBe COOCTBEHHOCTH, apeHIbl WU HHOM
3aKOHHOM OCHOBaHHH, B TOM 4YHCJIE€ 00 yrpo3ax Oe3omacHOCTH 00pabaThiBaeMOl TaKUMHU OOBEKTaMU
nH(OPMAIIUY U YSI3BUMOCTH MPOTPAMMHOTO OOecTieueHus, 000pYyIOBaHUS M TEXHOJOTHH, HCIIOJIb3YEeMbIX Ha
TaKUX 00BEKTaX;

2) B NopsaKe, yCTAaHOBJIEHHOM (peiepajlbHbIM OPraHOM HCIOJHHUTEIbHOM BJIACTH, YIIOJIHOMOYEHHBIM B
obmacti obecnieueHus] (PyHKIIMOHUPOBAHUS T'OCYJApCTBEHHON CHUCTEMbI OOHApy)KEHUs, NMPeryNpexKIeHUs U
JMKBHUJIALUH TIOCJIEACTBUN KOMIBIOTEPHBIX aTak Ha MH(OpManuoHHble pecypchl Poccuiickoit denepanyu,
MOJTy4yaTh OT YKa3aHHOTO OpraHa MH(OPMAIMIO O CPEJICTBAX U croco0ax MPOBEJACHUSI KOMIIBIOTEPHBIX aTakK, a
TaK)Ke O METOJIaX UX MPEeAYPEKICHUS U OOHAPYKEHUS;

3) mpu HamuMuuu corjacusl (QenepalbHOTO OpraHa HCIOJHUTENBHON BJIACTH, YIMOJTHOMOYEHHBIM B
obnactu obecriedeHust (PyHKIMOHUPOBAHUSI TOCYJAPCTBEHHON CHCTEMbl OOHApYKEHUsS, MPEeayNpexIeHUs U
JUKBUJAIMH TTOCIEACTBII KOMIBIOTEPHBIX aTak Ha WH(GOpMannoHHbIE pecypchl Poccuiickoit denepanuu, 3a
CBOW cyeT MpuoOpeTaTh, apeHA0BaTh, YCTaHABIMBATh U OOCITYXMBAaTh CPEICTBA, MpeIHA3HAUCHHbBIC IS
OOHapy>KeHHsI, MPEIYNPEKACHUS U JTUKBUIALMU TOCIEACTBUNA KOMIBIOTEPHBIX aTaK M pearupoBaHHs Ha
KOMIIBIOTEPHBIE HHITUICHTHI;

4) pazpabaTheiBaTh M OCYIICCTBIIATH MEPOIPHUATHS 1O 00ECIIeUeHNI0 0€30MMaCHOCTH 3HAYUMOTO 00BEKTa
KPUTHYECKON HH(DOPMAITMOHHON HHPPACTPYKTYPHI.

2. CyOBeKTsl KpUTH4ECKOI HH(OpMAIMOHHON UH(PACTPYKTYphl 0053aHBI:

1) HezamemnuTENbHO HHGOPMHUPOBATH O KOMIBIOTEPHBIX HWHIMACHTAX (enepaabHblii  Oprax
WCTIOJTHUTEJIBHOM BJIACTH, YIIOJIHOMOYEHHBIN B 00acTu obecnieueHus (yHKIIMOHUPOBAHUS TOCYAapCTBEHHON
CUCTEMBbl OOHApy>KEHHUs, MNPEAYNPEKICHUS U JIMKBUAALUWU T[OCIEICTBUN KOMIIBIOTEPHBIX aTak Ha
nHpopmanroHHble pecypebl Poccuiickoit @enepanun, a Taxxke LlenTpanpubiii 6ank Poccuiickoit denepannu
(B ciyuae, ecnu CyOBEKT KPUTHUECKOM MH(OPMALMOHHON MH(PACTPYKTYpPbl OCYLIECTBISET ACATEIbHOCTD B
O0aHKOBCKOM cepe M B MHBIX cdepax (UHAHCOBOTO PHIHKA) B YCTAHOBICHHOM YKAa3aHHBIM (eaepalbHbIM
OpraHOM HCIIOJIHUTENIFHOW BIAcTH mopsjake (B OaHKOBCKOW cdepe W B MHBIX chepax (pUHAHCOBOTO pHIHKA
YKa3aHHBIH MOPSIIOK yCTaHABIMBAETCS 110 coryiacoBaHuto ¢ LlentpanbubiM 0ankoM Poccuiickoit @enepanun);

2) oxa3pIBaTh COJEHCTBHE JOJKHOCTHBIM JHIAM (heaepaJbHOr0 OpraHa HCIOJHUTENbHON BJIACTH,
YIOJHOMOYEHHOTO B 00J1acTH o0ecnedeHrs (PyHKIIMOHUPOBAHUS TOCYAapCTBEHHONW CHCTEMBI OOHApYKEHUS,
NPeAyNpexIeHUs] U JIMKBUJALMM IIOCIEACTBUN KOMIBIOTEPHBIX aTaKk Ha WHGOPMALMOHHbBIE PECypChl
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Poccuiickoit @enepanuu, B 0OHAPYKEHUH, TPEIYyNPERKACHUN U JTUKBUIAIUU TOCIEICTBUN KOMITbIOTEPHBIX
aTak, yCTAaHOBIICHUU MPUYHH U YCIOBUN BO3HUKHOBEHHS KOMITBIOTEPHBIX UHITUICHTOB;

3) B cilyuae yCTaHOBKM Ha OOBEKTaX KpPUTHUECKOW HMH(POPMAIMOHHOW HH(PACTPYKTYphl CpPEACTB,
MpeaHa3sHauYeHHBIX I OOHAPYKEHUS, IPEAYIPEKACHUS U JIUKBUIAINH TTOCIIEACTBUN KOMITBIOTEPHBIX aTakK U
pearupoBaHHs HAa KOMITBIOTEPHBIC WHIMICHTHI, 00ECIICUNBATh BBITOJHEHNE TIOPSIIKA, TEXHUUECKUX yCIOBHI
YCTaHOBKH M SKCIUTyaTallH TAKUX CPEICTB, UX COXPAHHOCTb.

3. CyObekThl KpuTudeckoid MHGOPMAIMOHHON MH(PPACTPYKTYpbl, KOTOPHIM Ha MpaBe COOCTBEHHOCTH,
apeH/Ibl WJIKM MTHOM 3aKOHHOM OCHOBAaHUU MPUHAANEKAT 3HAUMMbIE 0OBEKTHl KPUTHIECKOW MHPOPMAITMOHHON
UHPPACTPYKTYPHI, HAPSLy C BBHIOJHEHUEM OO0S3aHHOCTEH, MPETyCMOTPEHHBIX YaCThIO 2 HACTOSIIECH CTaThH,
TaK)Xe 0OsI3aHbI:

1) cobmromate TpeOOBaHUS 1O OOCECIECYCHHIO O€30MacCHOCTH 3HAYMMBIX OOBEKTOB KPHUTHUECKOU
UHGOPMAITMOHHON HH(PACTPYKTYpPbl, YCTAaHOBJICHHBbIE (eaepaabHbIM OpPraHOM HCIHOJHUTENbHOM BIIACTH,
YIOJHOMOYEHHBIM B 00J1aCTH o0ecreueHus: 0€e30MacHOCTH KPUTHYECKOH NH(POPMAITMOHHON HHPPACTPYKTYPHI
Poccuiickoit ®enepanuu;

2) BBINOJNHATH TPEANUCAHHUS JOJDKHOCTHBIX JIMI (pelepajbHOr0 OpraHa HCIOJHUTEIHHON BIIACTH,
YIIOJITHOMOYEHHOTO B 00J7acTH o0ecriedeHns: 6e30MacCHOCTH KPUTHYECKOW HHPOPMAIMOHHON HHPPACTPYKTYPHI
Poccuiickoit ®@enepanu, 00 ycTpaHEHUH HapylIeHUH B 4acTH cOOMIOJeHHs] TpeOOoBaHUM MO oOecreyeHuro
0€30I1aCHOCTH 3HAYMMOI0 O0BEKTa KPUTHYECKOH HMH(OPMAIMOHHONW HH(PACTPYKTYpbI, BbIIAHHBIE 3TUMHU
JMILIaMU B COOTBETCTBUHU CO CBOEH KOMITETEHIINEH;

3) pearmpoBaTh Ha KOMIIBIOTEPHBIE MHUUACHTHl B MOPSJAKE, YTBEPXKIAEHHOM (peaepanbHbIM OpPraHOM
WCTIOJTHUTEJIBHOM BJIACTH, YIIOJTHOMOUYEHHBIM B 00JacTu obecrieueHus: (QyHKIIMOHUPOBAHUS TOCYAapCTBEHHON
CUCTEMBbl OOHApy>KEHHUs, MNPEAYNPEeKICHUS W JIMKBUJALWU TOCJIEJICTBUN KOMIIBIOTEPHBIX aTak Ha
nHpopmanoHHsle pecypcbl Poccuiickoit ®enepanuu, NpUHUMATh Mepbl MO JUKBUIAIMH TMOCIEICTBUN
KOMIIBIOTEPHBIX aTaK, MPOBEJCHHBIX B OTHOILIEHHM 3HAYUMBIX OOBEKTOB KPUTUYECKOM HMH(pOpPMALMOHHON

UHPPACTPYKTYPBI;

4) oOecrneunBaTh OECHpPENATCTBEHHbIM JOCTYN JOJDKHOCTHBIM JIMIAaM  (peepanbHOro  opraHa
WCTIOJHUTEIBHOW BIACTH, YIOJHOMOUYEHHOTO B o0nacTé obecriedeHus: OE30MacHOCTH KPUTHUYECKOU
nHpopManMoOHHON wuHppacTpykTypsl Poccuiickoii @eneparuu, K 3HAYUMBIM OOBEKTaM KPUTHUYECKOU
nH(OPMALIMOHHOW HH(GPACTPYKTYphl MPH pealu3aludl 3TUMU JIHUIAMH TOJHOMOYHUH, MPEeSyCMOTPEHHBIX
crarbeil 13 Hactosero denepanbHOro 3aKOHa.

Cratbsa 10. Cuctema  6e30MacHOCTM  3HAYMMOro  OObEKTa  KPUTUYECKOM
MH(pOPMaLMOHHON MHPPACTPYKTYPbI

1. B mensax oOecnieyeHus O€30MaCHOCTH 3HAYUMOTO OOBEKTa KPUTHUECKON HHPOPMAIMOHHOMN
UHPPACTPYKTYpbl CYyOBEKT KPUTHYECKOH HHGOPMALMOHHON HHPPACTPYKTYphl B COOTBETCTBHM C
TpeOOBaHUSAMH K CO3JJaHMIO CUCTEM 0€30MaCHOCTH TaKUX OOBEKTOB U 00ECIEUYEeHUI0 UX (PYHKIIMOHUPOBAHMUS,
YTBEP)KJACHHBIMH  (eiepajibHbIM ~ OpPraHOM — HCIOJHHUTENbHON BJIAcTH, YIOJIHOMOYEHHBIM B 00JacTu
obecrieyeHnss 0€30MACHOCTH KPUTHYECKOH uH(popMarmonHo uHpacTpyKTypsl Poccuiickoii ®enepanumu,
CO3JIaeT CUCTEMY O€30IMaCHOCTH TaKOTO 00BeKTa M o0ecTieunBaeT ee (pyHKIIMOHUPOBAHHE.

2. OCHOBHBIMH 3a/la4aMH CUCTEMbI 0€30IaCHOCTH 3HAYUMOT0 00BEKTa KpUTHYECKOW MH(POPMAIIMOHHOMN
UHPPACTPYKTYPBbI SBIIAIOTCS:
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1) mpenoTBpaleHre HETPABOMEPHOTO JIOCTYyMNa K HHPOpMaLuu, 00pabaThiBaeMOi 3HaUNMBIM 0OBEKTOM
KpUTHYECKOW  HMH(GOpPMAIMOHHOM  WMHQPACTPYKTYphl,  YHHYTOXKEHUS  Takol  uMHpopmanuu,  ee
MOUGUIMPOBAHUs, OJOKMPOBAaHUS, KONMUPOBAHMSA, MPEIOCTABICHUS M PACIPOCTPAHEHMS, a TAKXKE HHBIX
HETNPaBOMEPHBIX ACWCTBUI B OTHOIIEHUH TaKOW WHPOPMALINH;

2) HeIOoMyIIeHWe BO3JECHCTBHS HAa TEXHUYECKHE CpelCcTBAa 00pabOTKM WHGOpMAIMH, B pe3yjbTaTe
KOTOPOTO MOKET OBIThb HapylmieHOo U (WiIM) MpeKpalmeHo (yHKIMOHHUPOBAHHUE 3HAYUMOTOo OOBEKTa
KPUTHUECKOH MHPOPMAITMOHHON HHPPACTPYKTYPHI;

3) BoccTaHOBICHHWE (YHKIIMOHUPOBAHUS 3HAYMMOTO OOBEKTa KPUTHYECKOW HWH(POPMAIMOHHON
MHOPACTPYKTYphI, OOCCIIEYNBAEMOT0 B TOM YHCIIE 32 CYET CO3JaHUS W XPAHCHUS PE3CPBHBIX KOMUN
HEO0OXOIUMOM TS 3TOTO WH()OPMAIIHH;

4) HempepbIBHOE B3aMMOJEUCTBHE C TOCYAAPCTBEHHOW CHCTEMON OOHapyKeHMs, NMPEeAyNpeKICHUS U
JMKBUIALUH [TOCIIEICTBUI KOMIIBIOTEPHBIX aTak Ha HH(popMalMOHHbIE pecypcebl Poccuiickoit denepannu.

Cratba 11. TpeboBaHMA no obGecne4yeHUd ©6e30MaCHOCTU 3HAYMMbIX OOBLEKTOB
KPUTUYECKON MH(POPMaLMOHHON MHPPACTPYKTYPbI

1. TpeboBanus no obecreyeHn0 OE€30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKON MH(POpPMAIMOHHOMN
MH(PACTPYKTYpHI, yCTaHABIMBAaEeMbIE (heiepaTbHBIM OPraHOM HCIOJHUTEIBHOM BIIACTH, YIIOJTHOMOYEHHBIM B
obmactn obOecnieueHns: 0€30MACHOCTH KPHUTHUYECKOH HMH(MOPMAaMOHHONH HHPpacTpyKTypsl Poccuiickoii
Oeneparun, AUGPepeHIUpYIOTCS B 3aBHCHUMOCTH OT KaTeTOPUHM 3HAYMMOCTH OOBEKTOB KPHUTHYECKOH
nHPOPMAIMOHHON HH(PPACTPYKTYPHI U STUMH TPEOOBAHUSMH IIPETyCMAaTPUBAIOTCS:

1) nmnanupoBaHue, pa3pabOTKa, COBEPIIEHCTBOBAHME M OCYILECTBICHHE BHEIPEHHS] MEPONPUATUN IO
o0ecrnieyeHnIo 0€30aCHOCTH 3HAYUMbIX 00BEKTOB KPUTHUECKON HHPOPMAIIMOHHON HHPPACTPYKTYpHI;

2) NpUHATHE OPraHU3ALMOHHBIX W TEXHUYECKUX Mep s obecredeHus Oe30MacCHOCTH 3HAYUMBbIX
00BEKTOB KPUTHUECKOH MH()OPMAIIMOHHON HH(PPACTPYKTYpHI;

3) ycTaHOBJICHHE TapaMETPOB M XapaKTEPHUCTHUK MPOTPAMMHBIX U MPOTPaMMHO-ANMapaTHBIX CPEICTB,
MPUMEHSIEMBIX I oOecriedeHus: Oe30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOW HWH(HOPMAIMOHHON

UHPPACTPYKTYPHI.

2. TocynapcTBeHHBIE OpraHbl M POCCHHMCKHE IOPUIMYECKHE JIMLA, BBIMOJIHIIONIME (QYHKIMHU I10
pa3paboTke, MPOBEACHUIO WIHM pealu3ali FOCyAapCTBEHHOW IMOJUTHKU U (MJIM) HOPMAaTHUBHO-IPAaBOBOMY
pETyJIMPOBAaHUIO B YCTAHOBJIEHHON cdepe AeATeNbHOCTH, MO COIVIACOBAHUIO C (elepaabHbIM OpPraHOM
UCTIOJHUTENIBHOM BJIACTH, YIOJIHOMOYEHHBIM B o0iacTu oOecneueHUs O€30MacHOCTH KPUTHUYECKOU
nHpOpMaMOHHON WHOpacTpyKTypsl Poccuiickoii ®enepanuu, MOTYT YCTaHABIMBATH JIOTOJHUTEIIBHBIC
TpeboBaHUSI 1O oOecredyeHut0 Oe30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOHW HMH()OpPMAIMOHHON
HHQPACTPYKTYpPHI, COAEpKaIINe 0COOCHHOCTH (HYHKIIMOHUPOBAHUS TaKUX OOBEKTOB B YCTAaHOBJIEHHOU cdepe
JESATEIBHOCTH.

Cratbsa 12. OueHka 6e30MacHOCTU KPUTUYECKON MHPOPMaLMOHHON MHPACTPYKTYPbI
1. Ouenka 0€30MacCHOCTH KPUTHYECKOW HHMOPMAIIMOHHONH HHQPACTPYKTYPHl OCYIIECTBISECTCS

(dbenepasibHBIM ~ OPraHOM  HWCIIOJIHUTEIBHOW  BJIACTH, YIOJHOMOYEHHBIM B 00JacTh  oOecredeHus
(YHKIMOHUPOBAHMSI TOCYJIAPCTBEHHOM CHUCTEMbl OOHApyXEHUS, MNPEAYNPESKICHUS W  JTUKBUIALUU
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HOCJIEACTBUM KOMIIBIOTEPHBIX aTak Ha HH(popMalMoHHbE pecypcbl Poccuiickoit depepauuu, B LEmIX
MIPOTHO3UPOBAHMS BO3HUKHOBEHHUS BO3MOXHBIX YIpo3 O€30MacHOCTH KPUTUYECKOH HH()OpPMAIMOHHON
UHPPACTPYKTYPHI U BRIPAOOTKH MEp 1O MOBBIIIEHUIO YCTOWYMBOCTH €€ (PYHKIIMOHUPOBAHUS MIPH MPOBEICHUN
B OTHOIIIEHUH €€ KOMITbIOTEPHBIX aTaK.

2. Ilpu ocymiecTBiIEHUH OIIEHKH O€30MacCHOCTH KPUTHUECKONM HH(POPMAIMOHHON HHQPPACTPYKTYpPbI
HPOBOJUTCS aHATIU3:

1) naHHBIX, MOJy4aeMbIX IIPU HCIOJb30BAaHUM CPEJCTB, NpPEAHA3HAYEHHBIX JUIs OOHapy>KeHUs,
NpeAYNpeXACHUS U JIMKBUIALMUKA IOCIECICTBUM KOMIIBIOTEPHBIX aTaK M PEarupoBaHUs HAa KOMIIbIOTEPHBIC
WHIUJICHTHI, B TOM 4YHclie HH(OpPMAIMK O HAJMYUU B CETSIX 3JEKTPOCBS3H, UCIIOIb3YEMBIX Il OpraHU3aluu
B3aUMOJICHCTBHSI OOBEKTOB KPUTHYECKOH HMH(OPMAIIMOHHON HH(PACTPYKTYpHI, PU3HAKOB KOMITBIOTEPHBIX
aTax;

2) unHbopMalMHU, NPEICTaBIsIeMON CyObeKTaMu KPUTUYECKONM MH(POPMALMOHHOM HH(PacCTPyKTyphl U
(denepanbHBIM OPraHOM HUCHOJHUTENIBHOM BIAcTH, YIOJIHOMOYEHHBIM B 00JacTu obecrieueHus: 0€30MacHOCTH
KpUTHUYeCcKOl HH(pOpManMOHHON MHPpacTpykTypbl Poccuiickoii ®denepannu, B COOTBETCTBUU C MEPEYHEM
uHbopMalMM W B TOpSAKE, ONpeAeisieMbIMH (enepaabHbIM OpPraHOM HCIOJHHUTENBHOW  BIIACTH,
YIIOJIHOMOYEHHBIM B 00JIacTH oOecriedeHus: (QyHKIIMOHUPOBAHUS TOCYIapPCTBEHHONH CHUCTEMBI OOHAPYKEHHS,
MpenynpexaAeHus W JHMKBUJAIMM TIOCIEACTBUNA KOMIBIOTEPHBIX aTak Ha WH(OPMAalMOHHBIE PECYPCHI
Poccuiickoit @enepanuu, a Takke WHBIMH HE SIBJISIOMIMMHUCS CYOBEKTaMU KPUTHYECKOW WH(OOPMAIMOHHON
UHPPACTPYKTYpPhl OpraHaMy ¥ OpraHU3alUsIMU, B TOM YHCJI€ HHOCTPAHHBIMU M MEXTyHapOIHBIMH;

3) cBeneHUl, NpEACTaBIAEMBIX B TOCYJApCTBEHHYIO CHUCTEMY OOHapy>KEHHs, MpEIyNpexKICHUs U
JUKBUJAIMH TTOCIIEJCTBUI KOMITBIOTEPHBIX aTak Ha HHQOpMAaIMOHHBIE pecypchl Poccuiickoit deneparuu mo
UTOTaM TIPOBEJCHUS TOCYJApCTBEHHOTO KOHTPOJIS B oOOJIacTH obOecriedeHus: O0e30MacHOCTH 3HAYMMBIX
00BEKTOB KPUTUYECKON HMH(OpPMALMOHHONW MHPPACTPYKTYpPHI, O HapylIEHWU TpeOOBaHUN MO 00eCIeYeHHIO
0€30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOW HWH(POPMAIMOHHON HWH(GPACTPYKTYphl, B pe3yJbTaTe
KOTOPOT'0 CO3JIal0TCS MPEANOCHUIKH BOSHUKHOBEHHS! KOMITBIOTEPHBIX UHIIMICHTOB;

4) wuHOW wuH(poOpMaIMM, TOTy4yaeMoil  ¢enepaJbHBIM  OpPraHOM  HCIOJHHUTENIbHON  BIACTH,
YIIOJIHOMOYEHHBIM B 00JIacTH oOecriedeHus: (QyHKIIMOHUPOBAHUS TOCYIaPCTBEHHON CHUCTEMBbI OOHAPYKEHHUS,
MPEaYNPEeKACHNUST W JIMKBUAAIUHN TIOCIEJCTBHHA KOMIBIOTEPHBIX aTrak Ha HH()OPMAIMOHHBIE PECypCHI
Poccniickoit denepanuu, B COOTBETCTBUM C 3aKOHOAATENIbCTBOM Poccuniickoit denepanun.

3. s peanmzanuu moJIOKEHUH, TPETyCMOTPEHHBIX YacTsMU | ¥ 2 HacTosAmel cTaThu, (enepanbHbIi
OpraH HCIOJHUTEIbHOW BIIACTH, YIOJTHOMOYEHHBIH B oOjactu obecrneueHus (QYyHKIMOHHUPOBAHUS
TOCYJJapCTBEHHON CHUCTEMBbl OOHAPYXEHMS, MPEAYNPEXKIACHUS U JUKBUAALUHN TOCIEACTBUN KOMITBIOTEPHBIX
aTak Ha MH(OpMaIMOHHBIE pecypchl Poccuiickoit @enepannu, OpraHu3yeT yCTaHOBKY B CETSAX AIIEKTPOCBSI3H,
WCTOJNB3YEeMBIX  JUII ~ OpraHW3alid  B3aMMOJCHCTBHS  OOBEKTOB  KPUTHUYECKOW  HMH(OpMAIMOHHON
UHQPACTPYKTYpHhl, CPEACTB, NMPEAHA3HAUCHHBIX JUIS MOUCKA NMPU3HAKOB KOMIBIOTEPHBIX aTak B TaKUX CETSX
3JEKTPOCBS3H.

4. B nensax pa3paboTKu Mep MO COBEPIIEHCTBOBAHHIO 0€30MacHOCTH KPUTHYECKOW MH(POPMAIMOHHOMN
uHGPaACTPYKTYpHI (efepanbHbIi OpraH HUCIIOJIHUTEIHHON BIACTH, YIIOTHOMOYEHHBIN B 001acTH o0ecrieueHus
(YHKIIMOHMPOBAHUSI TOCYJApCTBEHHOM CHCTEMBl OOHApYKEHUS, TMPEAyNpeKICHUS W  JUKBUAALUU
MIOCTIEICTBUI KOMITBIOTEPHBIX aTak Ha WH(pOpMAIMOHHBIE pecypchl Poccmiickoii deneparuy, HarpaBiseT B
(dbenepaybHBIA OpraH MCIIOJHUTEIHHOM BIACTH, YIIOJHOMOYCHHBIM B 00JacTH oOecredeHus 0e30MacHOCTH
KpuTH4deckord wuHbopmanmoHHo WHPpacTpykTypsl Poccuiickoit denmeparuu, pe3ysbTaThl OCYIIECTBICHUS
OILIEHKH 0€30MacHOCTH KPUTHUYECKON MHPOPMAIIMOHHOW HHAPACTPYKTYPHI.
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Cratba 13. locypnapcTBeHHbLIM KOHTpoONnb B obGnactn obecnevyeHus 6e3onacHOCTU
3Ha4YMMbIX OO BLEKTOB KPpUTUYECKOM MHC(POPMAaLMOHHON MHPPACTPYKTYPbI

1. TocymapcTBeHHBIM KOHTPOJIh B 00JacTH oOecredeHus: Oe30MacHOCTH 3HAYMMBIX OOBEKTOB
KPUTHUECKON MH()OPMALIMOHHONW MHPPACTPYKTYPHI MPOBOJUTCS B LEJIAX NMPOBEPKH COOMIOACHUS CyOBbEKTaMU
KpUTHUECKON MH(DOpMAIMOHHOM MHGPACTPYKTYPHI, KOTOPHIM Ha TpaBe COOCTBEHHOCTH, apeH/Abl WU HUHOM
3aKOHHOM OCHOBaHHH MPHHAJJICKAT 3HAYMMbIE 00BEKTHl KPUTHUECKON MH(POpPMAIMOHHONW HHPPACTPYKTYPHI,
TpeOOBaHUI, yCTaHOBJICHHBIX HAacTOSIIMM (DelepaibHBIM 3aKOHOM M TPUHSATHIMH B COOTBETCTBHHM C HUM
HOPMATHUBHBIMU TPABOBBIMU aKTaMH. YKa3aHHBIM TOCYJapCTBEHHBIM KOHTPOJb MPOBOJUTCS IyTEM
OCYIIECTBIIeHUs (eepaIbHBIM OpPraHOM HCIIOJTHUTEIHHOW BJACTH, YIIOJHOMOYEHHBIM B 00JacTH
obecrieueHuss 6€30MaCHOCTH KpUTHYECKON HH(popMannoHHOW uHMpacTpykTyphl Poccuiickoii deneparuu,
IUTAHOBBIX WJIM BHETIJIAHOBBHIX MTPOBEPOK.

2. OcHoBaHueM IJI1 OCYHICCTBJIICHU A IIaHOBOM IMPOBCPKU ABJIICTCA UCTCUCHUC TPECX JICT CO JHA:

1) BHeceHuss cBeieHHN 00 OOBEKTE KPUTHYECKOW HWH(POPMAIMOHHOW WHPPACTPYKTYPHl B pPEeCTp
3HAYUMBIX O0BEKTOB KPUTHICCKOW MH(DOPMAIMOHHON UHPPACTPYKTYPHI;

2) OKOHYAHHUS OCYLIECTBIICHUS MOCIEAHEH IJIaHOBOW MPOBEPKH B OTHOUICHHHM 3HAYMMOTO OOBEKTa
KPUTHYECKOH MH()OPMAIIMOHHON MH(PPACTPYKTYPBI.

3. OcHOoBaHUEM IJIL OCYHICCTBJIICHU BHEIJIAHOBOM IMPOBCPKHU ABJIACTCA:

1) ucredeHue cpoka BBHIMOJHEHHS CYOBEKTOM KPUTHYECKOM HWH(POPMAMOHHON HHQPACTPYKTYpHI
BBIJJTAHHOTO (eiepabHbIM OPraHOM HCIIOJHHUTEIBHON BIIACTH, YHOJIHOMOYEHHBIM B OOJIACTH OOecredeHus
0€30MaCHOCTH KPUTHYECKOH MHPOPMAaMOHHON HHPpacTpyKTypbl Poccuiickoit deneparuu, npeanvucanus oo
YCTPAaHEHUH BBISABJICHHOTO HapyIlIeHUs TpeOOBaHUN O 00ECTICUeHHIO O€30MaCHOCTH 3HAYMMBIX OOBEKTOB
KPUTHUECKON MHPOPMAITMOHHON HHPPACTPYKTYPHI;

2) BO3HMKHOBEHHE KOMIIBIOTEPHOTO MHIIMJIEHTA, MOBJEKIIEro HeraTUBHbIE MOCIEACTBUS, HA 3HAUUMOM
00beKTe KpUTUYECKOH HH(OPMAITMOHHON HH(PPACTPYKTYPHI;

3) mnpukaz (pacmopsbKeHHE) pYyKOBOAHWTENs (enepaqbHOrO OpraHa HCIOJTHHUTEIBHOW — BIIACTH,
YIIOJITHOMOYEHHOTO B 00J7acTH o0ecriedeHns: 6e30MacCHOCTH KPUTHYECKOW HHPOPMAMOHHON HHPPACTPYKTYPHI
Poccniickoit denepanuu, M3JaHHBII B COOTBETCTBUM C mopydeHueM lIpesmnenta Poccuiickont @enepannn
win  IlpaBurensctBa Poccuiickoit ®enepanuu 711M00 HAa OCHOBaHMHM TpeOOBaHMsSI TPOKypopa 00
OCYIIECTBIICHUN BHEIJIAHOBOM MPOBEPKH B paMKax MPOBENCHHUs HAI30pa 3a HCIOJIHEHHEM 3aKOHOB IIO
MOCTYNHUBIINM B OPTaHbl IPOKYpPATypbl MaTepuaiaM U OOpaIleHUSIM.

4. I1o uroram IIaHOBOH WJIM BHEIVIAHOBOM MPOBEPKH (eepaTbHBIM OPraHOM HCIIOTHUTEIBHOMN BIIACTH,
YIIOJITHOMOYEHHBIM B 00J71acTi o0ecrieueHnst 0€301MacHOCTH KPUTUIECKOH MHPOPMAIIMOHHOW HHPPACTPYKTYPHI
Poccuiickoit @eaeparuu, coCTaBiIsIeTCS akT IPOBEPKU MO YTBEPKACHHON YKa3aHHBIM OpraHoM (opMme.

5. Ha ocHoBaHMM aKTa IpOBEpPKM B Cllydyae BBbISBICHHS HapylleHHs TpeOOBaHUN HACTOSILEro
@denepanbHOro 3aKOHA U MPUHATHIX B COOTBETCTBUU ¢ HUM HOPMAaTHBHBIX MPABOBBIX aKTOB 10 00ECHIEUEHHIO
0€30MaCHOCTH 3HAYMMBbIX 00BEKTOB KPUTHUYECKONH MH(POPMALMOHHOW MHPPACTPYKTYPHI (eaepalbHblii Opran
WCTIOJHUTEIHOM BJIACTH, YIOJHOMOYEHHBIM B oOmactu oOecrneyeHus O€30MaCHOCTH KPUTHUYECKOU
nHbopManMoOHHON  HMHppacTpykTypel Poccuiickoit  ®enepannu, BbIa€T CYOBEKTYy  KPUTHUYECKOU
MH(OPMALIMOHHONW MH(PPACTPYKTYPHl MpeAnrcaHne o0 YCTPaHEHHWU BBISIBICHHOTO HAPYIIEHUS C yKa3aHHWEM
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CPOKOB €TI0 YCTPAHCHUA.

Cratba 14. OTBeTCTBEHHOCTb 3a HapyweHue TpeboBaHuM HacTtoswero PepgepanbHOro
3aKOHa M NPUHATbLIX B COOTBETCTBUM C HUM UHbIX HOPMaTUBHbIX NPaBOBbIX aKTOB

Hapymenue tpeboBanuii Hactosero denepanbHOro 3ak0Ha ¥ MPUHATHIX B COOTBETCTBUU C HUM HHBIX
HOPMATUBHBIX NPABOBBIX aKTOB BJEUYeT 3a COOOM OTBETCTBEHHOCTh B COOTBETCTBUHU C 3aKOHOJATEIHCTBOM
Poccuiickoit denepanuu.

Cratba 15. BctynneHue B cuny HacTtosiwero PegepanbHOro 3akoHa

Hacrosimuit @enepanbHblii 3aK0H BeTynaeT B cuily ¢ 1 saBapsa 2018 roaa.

[Ipe3unent
Poccuiickoit ®enepanuun
B.IIVTHUH
Mocxksa, Kpemub
26 urona 2017 rona
N 187-®3
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